IHamsaTka
AJI 00Y4aKIIMXCH AJI pa3MelieHuss HHGOpMaui HA 0(PUIMATBHBIX
HHTEePHET-pecypcax

C KaxIbIM TOJOM MOJIOACKH B MHTEPHETE CTAHOBUTCS OOJIbINE, a IIKOJIbHUKH
OIHA M3 CaMbIX AaKTUBHBIX IOJIb30Barenend PyHera. Mexay Tem, NOMHUMO
OTPOMHOTO KOJIMYE€CTBA BO3MOXHOCTEH, HHTEPHET HeceT W TMpoljieMbl. ITa
MmaMsATKa JOJKHA NOMOYb TeOe 0€30I1acHO HaXOAUThLCS B CETH.

KoMmnbroTepHbie BUPYCHI

KoMmnbroTepHblli BHpPYC - 3TO Pa3HOBUAHOCTh KOMIBIOTEPHBIX MPOrPAMM,
OTJIMYUTENBHON OCOOEHHOCTBIO KOTOPOH SIBJIETCS CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononneHue k 3TOMy, BUPYCBhl MOTYT HOBPEAUTH WJIU MOJTHOCTBIO YHUUYTOXKUTH
Bce (pailsibl M JaHHbBIE, MOAKOHTPOJIBHBIE MMOJIB30BATENI0, OT UMEHU KOTOPOTo ObLIa
3amylleHa 3apa)K€HHas MporpamMma, a TaKkKe MOBPEAUTh WU AK€ YHUUYTOXKUTh
OIEpallMOHHYI0 CUCTEMY CO BceMM (ainamu B LeJOoM. B GonplIMHCTBE ciyuyacB
PacIpOCTPAHSIOTCS] BUPYChI YEPE3 UHTEPHET.

MeTOIIbI 3aIlIMThI OT BPE€AOHOCHBIX IIpOrpaMm:

1. I/ICHOHLSYﬁ COBPCMCHHBIC OIICPAIIMOHHBIC CHUCTCMbI, HMCHOIINC CepB€3HBIﬁ
YPOBCHBD 3alIUTHI OT BPpCAOHOCHLIX IIPOTpaMM;

2. IlocrosHHO ycraHaBnuBaii mautu (UdpoBBHIE  3alIaTKH, KOTOPHIE
ABTOMATHYECKH YCTAaHABIMBAIOTCS C IETBI0 JOPAOOTKH MPOTPAMMBI) M JAPYTHE
OOHOBJICHHSI CBOEH omepanMoHHOW cucTteMbl. CkauumBaii WX TOJBKO C
odpunpambHoro caira paspadorumka OC. Ecim  cymecTtByeTr  pexXuMm
ABTOMATHYECKOro OOHOBJICHMS, BKIIOUH €I0;

3. Paborali Ha cBOeM KOMIIBIOTEpE IIOJ TMpaBaMH TIOJb30BaTEsA, a He
aIMUHUCTPATOpa. ITO HE TMO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMM
MHCTAJUIMPOBATHCS] HA TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonb3yil  aHTUBUPYCHBIE  NPOTPAMMHBIE  TMPOAYKTHI  HU3BECTHBIX
MIPOU3BOIUTENIEH C aBTOMATHYECKUM OOHOBJICHUEM 0a3;

5. Orpaanub GU3NIECKUHN JOCTYI K KOMITBIOTEPY JJISI IOCTOPOHHUX JTUII;

6. Ucnonp3yil BHENIHUE HOCHUTETW WHGOpPMAINH, TaKue Kak (JeliKa, JUCK WIH
¢aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOUYHUKOB;

7. He oTkpeiBali KOMOBIOTEpHBIC (ailyibl, TMMONTYYEeHHBIE W3 HEHAJEKHBIX
MCTOYHUKOB. [laxke Te (aiiibl, KOTOpblEe MpUCIal TBOM 3HAKOMBIN. JIyuine yrouHu
y HEro, OTIPAaBJIsyI JIM OH TeOe UX.



Cern WI-FI

Wi-Fi - 3To He Buja mepenayu JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIL OpEHI,
Mapka. Eme B 1991 roay HumepnaHickas KOMIIaHMs 3aperucTpupoBalia OpeH[
"WECA", uyrto o06o3Hauano cnoBocodyetanue "Wireless Fidelity", koropsiii
nepeBoAUTCA Kak "0ecrpoBOIHASI TOYHOCTD .

Jlo Haiero BpeMeHH Jloluia Japyras abOpeBuaTypa, KOTOpas SIBISETCS TaKOW Ke
TexHoJioruei. 91o abopeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C HAMEKOM
Ha CTaHJapT BBICIICH 3BYyKOoBOW TexHuku Hi-Fi, yto B mepeBoie o3Hayaer
"BBICOKAasi TOYHOCTH'.

Jla, OecruiaTHBIA WHTEPHET-IOCTYN B Kade, OTEeIsIX W adpoIopTax SBISETCS
OTJINYHOM BO3MOKHOCTHIO BBIXOJIa B MHTEpHET. Ho MHOTrMe sKCHepThl CUUTAIOT,
gyt0 obmeaoctynubie Wi-Fi ceTu He sBIsroTCS 0€30MacHBIMU.

CoBeThbl 10 6€30MacHOCTH pabOThI B 00IIEAOCTYHBIX ceTsix Wi-fi:

1. He nmepenasaii cBoro nuuHyr0 nHpopMaiuio yepes oodmenocrynusie Wi-Fi cern.
PaGorass B HHX, jKelaTeNbHO HE BBOJIUTH MApOJIH JOCTYIa, JIOTMHBI M KaKHe-TO
HOMEpa;

2. Vcnionb3yit 1 0OHOBISIA aHTUBUPYCHBIE POTPaMMBI U OpaHaMayep. TeM cambIM
ThI 00€30maculllb ce0s OT 3aKauKu BUPYCa Ha TBOE YCTPOMCTBO;

3. IIpu ucnonw3oBanuu Wi-Fi orkmoun dyakmuio "O6muii qoctyn k daitnam u
npuntepam”. JlaHHas (YHKIUS 3aKphiTa 10 yMOJYAHHUIO, OJHAKO HEKOTOPHIC
II0JI30BaTENIM aKTUBUPYIOT €€ JJIs yA00CTBA UCIIOIB30BaHUS B paboTe WK yuede;

4. He ucnons3yit nmyonuunbii WI-FI nns mepenaun TUYHBIX JaHHBIX, HAPUMEP
JUIS1 BBIXOJIA B COLMAJIBHBIE CETU WIIU B 3JIEKTPOHHYIO MOUTY;

5. Ucnonp3yit TonbKo 3amiuiieHHoe coenunenue yepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-aapeca BBoaM uMeHHO "https:/";

6. B MoOunbHOM Tenedone ortkmoun ¢yHkmuio "Tlomkmrouenme k  Wi-Fi
apromarnuecku". He momyckaili aBTOMaTHYECKOTO MOAKIIOUEHHS yCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cormacus.

ConuaabHble ceTH

ConmanpHble CETH aKTMBHO BXOJST B HAIly >KM3Hb, MHOTHE JIIOAM pabOTalOT U
KUBYT TaM TOCTOsSIHHO, a B Facebook yke 3apeructpupoBaH MUJIIHAP]] YEIIOBEK,
YTO SBIISIETCS OJHOM CEIBbMOM BCEX JKHTENeH miaaHeThl. MHOTHE MOJh30BaTEeINd HE
MMOHUMAIOT, YTO UHGPOPMAIMs, pa3MEIICHHAas UMH B COIIMAJIBHBIX CETAX, MOXET
OBITh HalJICHAa W HCIIOJb30BaHa KEM YIrojJHO, B TOM 4YHCJIE HE 00s3aTeIbHO C
0JIaruMu HaMEpPEHUSIMHU.



OcCHOBHBIE COBETHI 110 0€30ITACHOCTHA B COLUATIBHBIX CETIX:

1. Orpannyb cnucok Apy3ei. Y TeOs B APY3bsX HE JOJDKHO OBITH CIy4YallHBIX U
HE3HAKOMBIX JIFOACH;

2. 3amuMinaii CBOIO YacTHYIO kM3Hb. He yka3biBail mapoiu, TeiedoHbl, aapeca,
JaTy TBOETO POXKACHUA W APYTYHO JIMUHYIO HHGOPMAIUIO. 3J0YMBIIITICHHUKU
MOT'YT HCIOJIb30BaTh JaXe HH(OpPMAIMI0O O TOM, KaKk Thl U TBOU POIUTEIU
IJIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3ammiai CBOIO penyTaluio - JIEpKU €€ B YUCTOTe M 3ajaBail ceOe BOIpoOC:
X0Tell OBl Thl, YTOOBI APYrue TMOJb30BATEIN BUJEIU, UYTO Thl 3arpyskaciib?
[Togymaii, mpesxJie 4eM 4To-TO OMYyOJIMKOBATh, HAITUCATh U 3aTPY3UTh;

4. Eciu Tl TOBOpUUIL C JIIOJAbMH, KOTOPBIX HE 3HAEllb, HE HCIOJIb3YH CBOE
peanbHOE UMS U IPYTYI0 JUYHYIO MH(OpPMALUMU: UMSI, MECTO >KUTEIhCTBA, MECTO
y4eObl U Mpoyee;

5. Us6erait pasmenienus dotorpaduii B MHTEpHETE, T/HE ThI H300pakeH Ha
MECTHOCTH, 110 KOTOPOM MOKHO OINPEJICIUTh TBOE MECTOIOI0KEHHUE;

6. HpI/I peructpanuu B COHH&HBHOﬁ CCTHU H€O6XO,III/IMO HCIIOJIB30BaTh CJIOKHBIC
ImapoJju, CoOCTOAIMNC U3 6YKB )41 HI/I(l)p N C KOJIMYCCTBOM 3HAKOB HC MCHCC 8;

7. ,HJUI COIlMaIbHOU CCTHU, IMOYTBI U APYTHUX CalTOB HGO6XOI[I/IMO HCIIOJIB30BaTh
Pas3HbIC IIapOJIH. Torz:a eclin TeOs B3JIOMAarOT, TO 3JIOYMBIIIJIICHHHUKH I10JIy4YaT
AOCTYII TOJIBKO K OIHOMY MCCTY, 4 HC BO BCC Cpa3y.

DJIeKTPOHHBbIE IEeHbI'U

ONEeKTpOHHBIE JICHBI'M - OTO OYeHb YAOOHBIA Croco0 TIIaTeXeH, OJIHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIC XOTAT MOJYYNUTh 3TH JICHBIH.

DONEKTPOHHbBIE JIEHbI'M MOSBUJINCh COBCEM HEIABHO UM HMMEHHO HU3-3a 3TOT0 BO
MHOTHUX FOCYIapCTBAX JI0 CUX MOP HE MPOIMKUCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHM (PYHKIIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, TJIE UX
pPa3aesaOT Ha HECKOJBKO BUJOB - AHOHMMHBIE U HE aHOHMMHBbIE. Pa3Huna B ToMm,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelraeTrcs MpOBOAUTH OMeparuu 0e3
UACHTUUKAIMN ~ TIOJB30BaTENs, a B HE AHOHUMHBIX WIACHTHU(UKAIUSI
MOJIb30BATENIA SIBISIETCA 00s3aTENbHOM.

Taxxe cnegyer pa3nuyuaTh  DIEKTPOHHBIE  (UATHBIE  JEHBIH  (PaBHBI
rOCYJapCTBEHHBIM BajlOTaM) W SJEKTPOHHbIE HE(pUATHBIE JEHbIU (HE pPaBHBI
rOCYJJapCTBEHHBIM BATIOTaM ).

OcHOBHBIE COBETHI 110 O€30MAaCHON PadOoTe C ANEKTPOHHBIMU JICHbIAMU:



1. IlpuBsixu K cueTy MOOWIbHBIA TeneoH. DTO caMblii YIOOHBIA M OBICTPHIM
Croco0 BOCCTAaHOBHUTH AOCTYN K cuery. llpuBsizaHHbBIA TenedoH MOMOXKET, €CIH
3a0yJenip CBOM IUIATEXKHBIM MapoJib WM 3aijielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA,;

2. Hcnone3yéi opHopa3zoBele mnaposnd. Ilocine mepexona Ha  YCHICHHYIO
aBTopu3aluio Tebe yxke He OyneT yrpoXaTh OMNACHOCTh KPaKW WIM TepexBarta
IJIATEKHOTO MapoJIs;

3. BeiGepu croxHbIi nmapossb. [IpectynHukaM OysieT HE MPOCTO yraaTh CIOKHBIN
napoJib. HanexHple napoau - 370 napoju, KOTOpbIE COAEPKAT HE MEHEE 8 3HAKOB
U BKIIOYAIOT B ce0s CTPOUHbIE M MPOMHUCHBIE OYKBbI, IIUPPHI U HECKOJBKO
CUMBOJIOB, TaKM€ KaK 3HaK JoJuiapa, (yHTa, BOCKIMLATEIbHBIM 3HAK M T.I.
Hanpumep, $tROng!;;

4. He BBOJIM CBOM JTUYHBIC TAaHHBIC HAa CalTax, KOTOPHIM HE JJOBEPSCIIIb.
JJIeKTPOHHAS MOYTA

DNEeKTpOHHAs] TOYTa - 3TO TEXHOJOTUS U MPEIAOCTaBIseMble €0 YCIYT'H IO
MEPECHUIKE U MOJYUYCHHUIO JICKTPOHHBIX COOOIIEHUM, KOTOPBIE paCIpeestoTCs B
KOMIBIOTEpHON ceTh. OOBIYHO JJIEKTPOHHBIM IMOYTOBBIA SIIUK BBITISIUT
cleyronM o0pa3oM: UM _TOJIb30BaTe s (@uMsl_oMeHa. Taxoke KpoMe rnepenadu
IPOCTOTO TEKCTa, UMEETCSl BOBMOXHOCTh IepeiaBaTh (Haisbl.

OcHOBHBIE COBETHI MO OE30MaCHOM paboTe ¢ INEKTPOHHOM MOYTOM:

1. Hago BBIOpaTh MpaBUIBLHBINA MOYTOBBIA CEepBUC. B MHTEpHETE €CTh OIPOMHBIM
BBIOOp OECIUIATHBIX TIOYTOBBIX CEPBHUCOB, OJHAKO JIydllle TOBEPSITH TEM, KOTO
3HACIIb U KTO MEPBbIA B PEUTUHIE;

2. He ykaspiBali B JWYHOW mouTe JHYHYH HHpopmaruio. Hampumep, mydrie
BBIOpaTh "My3bIKanbHBIN (hanaT@" umum "pox2013" BMecTo "Temall";

3. Mcnonb3yii IBYXATAllHYIO aBTOPH3AIMIO. DTO KOTJIa TTOMHUMO IapoJisl HYXKHO
BBOJIUTH KOJI, MPHUChIIaeMbIii 110 SMS;

4. BpiOepu clIo>KHBIM TTapoiib. JJIs KaXkKI0ro TIOYTOBOTO SITUKA JOJKEH OBITH CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY NapOJib;

5. Ecnm ecTh BO3MOXKHOCTh HamucaTh CaMOMY CBOM JIMYHBIM BONPOC, MCIOJb3YH
3Ty BO3MOXHOCTb;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX AIIMKOB. IIepBbIi 1IsI YaCTHOW MEPENUCKU C
agpecatamu, KOTOPBIM Thl JOBEPSCHIb. JTO JJIECKTPOHHBIM aApec HE HAA0
MCIIOIB30BaTh P perucTpaunu Ha GopyMax u canrax;

7. He oTkpbiBaii (hailyibl U Apyrue BIOKEHUS B MUCbMaX, JaXe €CJIM OHU MPUILIH
OT TBOMX Jipy3ei. Jlydilie yTOUHH y HUX, OTHPABIISUIM JIU OHU TeOe 3TU (Paiiibl;



8. Ilocne okoHuaHus pabOTHI HA MOYTOBOM CEPBUCE MEPEN 3aKPHITUEM BKIIAJIKH C
caiiToM He 3a0yab HaXXaTh HA "BeiiTu".

KubepOy1iiMHI WM BUPTyaJIbHOE U31eBATEILCTBO

KubepOymmunar - mpecienoBaHue COOOIICHUSMU, COACPKAIIMMHU OCKOpPOJIEHUS,
arpeccHio, 3alyruBaHne; XyIUTaHCTBO; COIMATbHOE OOMKOTUPOBAHHE C TIOMOIIBIO
Pa3TUYHBIX HHTCPHET-CEPBUCOB.

OcHoBHBIE COBETHI IO OOpbOE C KNOEPOYIITUHIOM:

1. He 6pocaiicst B 60ii. Jlyummuii crioco0: MOoCOBETOBAThCS KaK ceOsl BECTU U, €CIH
HET TOT0, K KOMY MOXHO OOpaTUTHCS, TO BHAYAJIC YCIIOKOUTHCS. ECIT ThI HAUHEITH
0TBEYATh OCKOPOJECHUSIMHU HAa OCKOPOJICHUS, TO TOJNBKO €Ie OOJbIIe Pa30XKellb
KOH(JIUKT;

2. YupaBnsii cBoelt kubeppernyTranuei;

3. AHOHUMHOCTh B CETH MHHMas. CYIIIGCTBYIOT CIIOCOOBI BBISICHHUTB, KTO CTOHUT 3a
AHOHUMHBIM aKKayYHTOM;,

4. He crouT BecTH XyJMTaHCKui oO0Opa3 BUpPTyaldbHOW >ku3HU. WHTEepHeT
(GukcupyeT Bce TBOM JEHCTBUS U COXpaHsAET HX. YAanuThb UX OyAeT KpaiiHe
3aTPYAHUTEIBHO;

5. Cobnronail CBOIO BUPTYAIbHYIO YECTh CMOJIOJY;

6. Urnopupyit eauHuuHbI HeraTuB. OJIHOPAa30BbIe OCKOPOUTENIbHBIE COOOIIECHUS
Jydie urHopupoBath. OOBIYHO arpeccus MpeKpaniaeTcsi Ha HauyajabHOU CTauu;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIICHHUSMH, B
COLIMAJIBHBIX CETSIX €CTh BO3MOKHOCTH OJOKHUPOBKH OTIPABKUA COOOIIEHHH C
ONpEIENICHHBIX aIPECOB;

8. Ecim Th1 cBuperens kubepOyyiwHra. TBOM ACHCTBHUS: BBICTYNUTH IPOTHUB
rpeciieioBaTens, IMOoKa3aTh €My, 4YTO €ro JEHCTBUS OLIEHMBAIOTCS HETAaTHBHO,
MOJJIepKaTh KEPTBY, KOTOPOW HY)KHA TICHXOJIOTHYECKas IMOMOIb, COOOIIHUTH
B3pOCIIBIM 0 (haKTe arpeCcCUBHOTO MOBE/ICHUS B CETH.

MoOuabHbIN TeaedoH

CoBpeMeHHBIC cMapTGOHBI W IUIAHIICTHI COJEPXKAT B ceOE BIIOJIHE B3POCIBIN
GyHKIMOHAJI, W TEHNeph OHM MOTYT KOHKYPHUPOBAaTh CO CTallHOHAPHBIMH
KommbroTepamu. OHAKO, CPEJICTB 3ALIUTHI JJIs TTOJOOHBIX YCTPOMCTB MOKA OUYECHB
Mano. TecTupoBaHME W TIOWCK YSI3BUMOCTEHM B HHUX MPOUCXOJUT HE TakK
MHTEHCUBHO, Kak 115 1K, To ke camoe kacaeTcsi 1 MOOMIIBHBIX MPHIIOKCHUM.



CoBpemeHHBIE MOOWIBHBIE Opay3epbl YK€ MPAKTHYCCKH TOTHAIW HACTOJBHBIC
aHaJoru, OJHAKO pacHIMpeHue (QYHKIHMOHANa BIEYET 3a €000 OOJbIIyIO
CJIOKHOCTh M MEHBIIYIO 3aIIUIIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMUTENNM BBITYCKAIOT OOHOBIICHMS, 3aKphIBAOIINE
KPUTUYECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPONCTB.

OcCHOBHBIE COBETHI JJIs1 0€30MMaCHOCTH MOOUITbHOTO TeledoHa:

Huuero He siBnsieTcs nmo-HacrosiuieMy OecriaTHbIM. byap ocTopoxeH, Beab Korja
Tebe mnpesaraloT OeCIUIaTHbII KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHUe-TO
IUIaTHBIE YCIIYTH;

Hymaii, npexae yeM otnpaBuTth SMS, ¢oto unu Bugeo. Tol TOYHO 3HaelUIb, Te
OHM OyIYT B KOHEYHOM UTOTE?

Heo0xonumMo 0OHOBIISATH OMEPAIIMOHHYIO CUCTEMY TBOETO cMapT(oHa;
Ncnonw3yii aHTUBUPYCHBIE MPOTPAMMBI JIJIsI MOOMIIBHBIX TEIC(HOHOB;

He 3arpy>1<aﬁ MNPpUIIOKCHUA OT HCU3BCCTHOTO HCTOYHHKA, BCIAb OHH MOI'YT
COACPKATb BPpCAOHOCHOC ITPOrpaMMHOC 06€CH€"ICHI/I€;

[Tocne TOro Kak ThI BBIMIEIIH C CaifTa, T/ie BBOAWI JIMYHYIO HHPOPMAIIHIO, 3211 B
HACTpOWKHU Opay3epa u yaaim cookies;

HepI/IO,ZII/I‘IGCKI/I HpOBCprﬁ, KaKHMC IINIAaTHBIC YCIYTH AaKTUBUPOBAHBI Ha TBOCM
HOMCPC,

JlaBaii cBOli HOMEP MOOMIBLHOTO TeseoHa TOJIBKO JIFOASM, KOTOPBIX THI 3HACIIb U
KOMY JOBEPSICUIb;

Bluetooth momkeH ObITH BBHIKIIIOUEH, KOT/Ia Thl UM HE TMONb3yenibes. He 3a0niBait
HWHOT/1a TIPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIANWH-UTPBI - ATO KPACOYHBIE, 3aXBATHIBAIOIINE pa3BICUYCHUS,
OOBEIMHSIONINE COTHH THICAY YEJIOBEK MO Bcemy Mupy. Wrpoku wuccremyror
JAHHBIA UM MHUp, OOIIAIOTCA APYT C JPYrOM, BBINOIHSIOT 3aJIaHUS, CPAXKAIOTCS C
MOHCTpaMU M TOJYy4YarOT OMNBIT. 3a YJAOBOJIbCTBUE OHU IUIATAT: MOKYHAlOT JIHCK,
OIUIAYMBAIOT a0OHEMEHT W MPUOOPETAIOT KAKUE-TO OIMIIHUH.

Bce aTu cpenctBa mayT Ha MOJJEpkKAHUE M Pa3BUTUE WIPhI, a TaKKE Ha camy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMBI aBTOPHU3AllUU, BBHIMTYCKAIOTCS HOBBIC
natyu (1udpoBbIE 3aMIATKY JJIs1 IPOTPAMM ), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.



B mogoOHBIX Urpax CTOUT OMacaThCi HE CTOJBKO CBOMX COMEPHHUKOB, CKOJIBKO
Kpa)Xy TBOETO MapoJisi, HA KOTOPOM OCHOBAaHA CUCTEMa aBTOPU3ALMK OOJIBIIMHCTBA
urp.

OCHOBHBIE COBETHI 110 0€30IIaCHOCTH TBOETO HUI'POBOTO aKKayHTa:

1. Eciu apyroil Wrpok BeAeT ce0s IIOXO MM CO3/JaeT Tebe HENpHUSTHOCTH,
3a0JIOKHPYH €ro B CIUCKE UTPOKOB;

2. Tloxanyiics agMHUHUCTpaTOpaM HWIPhl HA IUIOXO€ MOBEJAEHUE ATOr0 HWIPOKa,
YKEJIATEIBHO NMPUJIOKUTH KAKUE-TO JOKA3aTEIbCTBA B BUJE CKPUHOB;

3. He yka3biBaii 1nuHyto uH(poOpMaIuio B mpodaiisie urpsl;
4. YBaxkail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBail Heo(puIHaibHbIE TATYH U MO/IBI;

6. Mcnonb3yil CIOXKHBIE U pa3HbI€ MapoJiu;

7. )Iaxce BO BpEM:A UT'PbI HC CTOUT OTKIHOYATh aHTUBUPYC. IToka TbI urpacuib, TBOU
KOMIIBROTCP MOT'YT 3apa3nuTh.

OUINUHT WIN Kpaka JUYHbIX JaHHBIX

OObIUHON Kpakel JIEHET W JOKYMEHTOB CETOJHS YK€ HHUKOTO HE YIWBHIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUHN 3JI0YMBIIIJICHHUKHU MTePEMECTHIINCh B UHTEPHET,
U TIPOJIOJDKAIOT 3aHUMATHCS "TFOOMMBIM" JIETTOM.

Tak mosiBWIIach HOBasi yrpo3a: HHTEPHET-MOIICHHUYECTBA WM (DUIIHMHT, TJIABHAS
Ielb  KOTOPOTO  COCTOMT B  TONYyYEHUH KOH(MUICHIMAIBHBIX  JTaHHBIX
moJib30BaTesiel - JOTMHOB W mapojieil. Ha anrmuiickom s3eike phishing uurtaercs
kak ¢umuHr (o1 fishing - peiOHas noBis, password - mapossb).

OcHOBHBIE COBETHI IO OOpHOE C QUITUHTOM:

1. Cneam 3a cBOMM akkayHTOM. Ecnu ThI mojo3peBaciib, YTO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHpPOBATH €€ U COOOIIUTH AIMUHUCTPATOPAM
pecypca 00 3TOM Kak MOXHO CKOpEE;

2. Hcnonp3yit Oe3onmacHble BeO-CalThI, B TOM 4YHCIIE, WHTEPHET-MAarasuHOB W
ITOMCKOBBIX CHCTEM;

3. Ucnonw3y#t closkHBIC W pa3HbIe Tapoiau. TakuM oOpa3om, eciau TeOs B3JIOMArOT,
TO 3JIOYMBINIJICHHUKH MOYYaT TOCTYI TOIBKO K OTHOMY TBOEMY MPOQIITIO B CETH,
a HE KO BCEM;

4. Ecnu 1e0s B3MOMalId, TO HEOOXOIUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE J100aBIEHbI y T€OsS B APY3bSiX, O TOM, YTO T€Os B3JIOMalIU M, BOZMOXKHO,
OT TBOETO UMEHHU OYJIET PACCHUIATHCS CIaM M CChUIKU Ha (DUIIIMHTOBBIE CAWTHI;



5. Ycranosu HanexHblil napons (PIN) Ha MoOuIbHBII TenedoH;
6. OTKIIIOYM coXpaHEHue napoJs B Opaysepe;

7. He oTkpbIBail ¢ailabl U Apyrue BIOKEHHs B MHUCbMaX, AaKe €CIU OHU MPUILIH
OT TBOUX Jipy3ei. Jlydille yTOYHU y HUX, OTIIPABIISUIMN JIK OHU TeOe 3TU (Hailsbl.

Iu¢pposas penyranus

[Hudposas penytamus - 3T0 HEraTUBHAs WM MO3UTHUBHAS MH(OpMAIUS B CETH O
tebe. Kommnpomerupyromas uHoOpmanus, pa3MelleHHas B HHTEPHETE, MOXKET
CepbEe3HBIM 00pa3oM OTpa3uThcsi Ha TBoell peanbHOU >ku3HU. "Ludposas
penyTtanus" - 3T0 TBOM UMUK, KOTOPBIM opmupyercs u3 undopmanuu o tede B
VUHTEpPHETE.

TBOoe MecTO KUTENbCTBa, yueObl, TBOE (PUHAHCOBOE TMOJOXKEHHE, OCOOCHHOCTH
XapaKTepa U paccKasbl 0 OJU3KUX - BCE OTO HAKAILJIMBACTCS B CETH.

MHoOrue TOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K TYOJMKAllMM JIUYHOU
uHdopmanuu B MHTEpHETE, HE TTOHUMAs BO3MOXHBIX MOCHeACTBUN. Thl naxke HeE
CMOJKeEIlb A0TafaThCcsi O TOM, 4TO doTorpadus, pa3MelieHHas 5 JIeT Ha3ajl, cTaia
NPUYMHOMN OTKa3a MPUHSATH TeOst Ha paboTy.

KommenTapuu, pa3menienne TBoux ¢ororpaduil u Apyrue ACHCTBHS MOTYT HE
MCYE3HYTh JIaXKe TOCJIEe TOTO, KaK Thl UX YAANUIIb. Thl HE 3HACIIb, KTO COXPaHWII
3Ty UHGOPMAITHUIO, TIOTIajia JIU OHA B TIOMCKOBBIE CHCTEMBI M COXPAHUJIACh JIU OHA, a
TJIABHOE: YTO TIOJyMArOT O TeOe OKpY’KaoIIue JIOAM, KOTOPhIe HAWIYT W YBUISIT
sTo. Halith mHpOpMAIMI0 MHOTO JIET CIYCTS CMOJXKET JIFOOOW - Kak M3 JOOpBIX
noOyXIeHU, TaK ¥ C HAMEpPEHHEM NPUYUHUTH Bpea. DTO MOXKET OBITh KTO

YTOJTHO.
OcHOBHBIE COBETHI MO 3aIUTe UGPOBON peryTaIiu:

1. [Togymaii, mpesxkie 4eM 4TO-TO MyOIMKOBATh U TIEpenaBaTh y ceds B 60re win B
COIIMAJIbHOM CETH;

2. B nacTpoiikax npo¢uisi yCTaHOBU OTpaHUYCHUS HA MPOCMOTP TBOETO MPOQuIs
U €ro COJIEPKUMOTO0, CclIeJai ero ToJabKo "miist apy3eu";

3. He pa3memaii m He ykas3piBal WHGPOPMAIHMIO, KOTOpas MOXET KOro-iubo
OCKOPOJIATh WIIH OOMIKATh.

ABTOpCKOE NPaBo

CoBpeMeHHBIC IIKOJILHUKHN - aKTUBHBIC ITOJIB30BATEIN ITU(PPOBOr0 MPOCTPAHCTBA.
OnHako JajleKo HE BCE 3HAIOT, YTO IIOJIb30BAHHE MHOTMMH BO3MOKHOCTSIMH
nmudpoBoro mupa TpeOyeT COOMIONCHHWS TIpaB HAa  HHTCIUICKTYaJbHYIO
COOCTBEHHOCTb.






